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1. O0mme noJioxKeHust

1.1. Hacrosimas MHCTpyKIMS onpeaenseT TpeOOBaH!s K OPraHu3alliy 3allUThl CPEACTB
uH(pOpMaTH3ALKK OT Pa3pyLIAOLIETO BO3ACHCTBUS KOMIBIOTEPHBIX BUPYCOB, MOPSIOK
opraHm3aiyi padoT MO AHTUBUPYCHOMY OOECHEUYEHUIO CPEACTB MH(POpMATH3ALUKU B
00pa30BaTe/IbHON OpraHu3alK, YCTAHABIMBAET OTBETCTBEHHOCTH MOJIb30BATENEH W
JOJKHOCTHBIX JIML 00Pa30BaTENbHONW OpPraHu3aluy 10 aHTUBUPYCHOMY OOECIICUEHUIO
CPEACTB MH(pOPMATHU3AIIH.

1.2.  HWHcTpykumsi 1O OpraHM3allAd  AHTUBUPYCHOTO  OOECIICUEHUS  CPEACTB
uH(pOpMaTH3auMM pa3paboTaHa Ha OCHOBE THWIOBOW MHCTPYKUMHU IO OpraHu3aluu
AHTUBUPYCHOM 3aIUTHI CPEICTB MHPOPMATU3alMK B 00Pa30BATENbHBIX YUPEKACHHSIX.
1.3. 3aseayrommii JIOY Ha3HayaeT JMLOO, OTBETCTBEHHOE 3a OPraHU3ALMIO
AHTUBUPYCHOTO OOECNEYEeHHs CPEACTB MH(pOopMaTH3auuu. B MpOoTMBHOM ciydyae BCs
OTBETCTBEHHOCTh 34 O0CCICUECHUE AHTUBHPYCHOH 3alIMThl CPEACTB MH(POpPMATH3ALNH
JIOKUTCS HA PYKOBOJMTENSE 00pa30BaTe/IbHOM Opranu3anum.

1.4, K wucnons3oBaHuto B 00pa30oBaTENIbHON OpraHu3aluyd JOMYCKAeTCs TOJIbKO
JULECH3UOHHOE AHTUBUPYCHOE MPOrpaMMHOE O0ECIEUEeHUE B COOTBETCTBUU €
TpeOOBaHMSAMU JEHCTBYIOIIETO 3akoHoAarenbcTBa Poccuiickoit denepanyn (Norton
Antivirus, Dr. Web, Kaspersky Antivirus, NOD 32 u T.11.).

1.5. Ilpn Hann4mm B 0OPa30BATEIBHOM YUPEKICHUH JTOKAIBHOM KOMIBIOTEPHOM CETH U
CEpBEpa PEKOMEHIYETCS MCIONb30BaTh BEPCHED AHTHUBUPYCHOTO MPOTPAMMHOIO
o0ecneveHns, TMO3BOJSIOUIY0  OpPraHM30BaTh  LEHTPAIM30BAHHOE  YIPABJICHHE:
YCTaHOBKA, HACTPOiiKa, OOHOBIEHHE AaHTUBUPYCHBIX 0a3, aHTUBHUPYCHOE CKAHUPOBAHUE
¥ cOOp OTUETOB HA BCEX KOMIBIOTEPAX JOJDKHBI OCYIIECTBIISTHCS YAAIEHHO HAa CEPBEPE
yupesxnaenus (Kaspersky Work Space Security, Symantec Antivirus Corporate Edition,
Symantec Endpoint Protection u T.11.).

1.6. TpeOGoBaHMsT MHCTPYKLMU SIBISIOTCA 00s3aTeNIbHBIMA JUIsl BceX paboTHHKOB JIOVY,
UMEIIMX JOCTYN K HHPOPMALIMOHHBIM PECYPCaM.

2. TpeGoBaHusi K NPOBEACHUIO MEPONIPUSITHII 10 AHTHBHPYCHOMY 00€eCIIe4eHH 0
cpeacTs HHpOpMaTH3ALUU

2.1. O6s13aTeILHOMY AaHTUBUPYCHOMY KOHTPOJIHO TOIJIEKUT:

- mobas uHdopmaius (TekcToBble (aiimbl ar00bIX (opmaToB, (aiabl JTaHHBIX,
ucnoyHsgeMbie (paiisibl), mosiydaemass M MnepeaBacMasl Mo TEJIEKOMMYHUKAIMOHHBIM
KaHaJlaM;

- “H(pOpMAILIHSI HA ChEMHBIX HOCUTENSAX (MarHUTHBIX AUCKax, JieHTax, CD-ROM u 1.11.);



- BXoAsAmIas U ucxoasauias uHpopMaims (Mepea 3anucbl0 HA HOCUTEIN HH(POpPMAIUK,
ApPXUBUPOBAHUEM U OTIPABKON);

- (paiinpl, MOMEIAEMBIE B AIIEKTPOHHBINA apXUB;

- YCTAHABIIMBAEMOE (M3MEHIEMOE) MPOrPaMMHOE OOECTIEYCHUE.

2.2. EXeOHEBHO B ABTOMATUYECKOM PEXHMME JOJDKHO BBIMOMHIATHCS OOHOBIIEHUE
AHTUBUPYCHBIX 043 W MPOBOAMTHCS AHTHBUPYCHBIA KOHTPOJb BCEX JUCKOB M (paidiioB
NEPCOHATBHOTO KOMIBIOTEPA.

2.3. Moaynp aHTUBHUPYCHOM 3alIUThl JOJDKEH 3arpy’karbCs aBTOMATHUECKH [PU
3arpy3Ke KOMIBIOTEPA. 3aKpbITHE MOJYJsS WM OCTaHOBKa €ro paboThl Ha BCEX
KOMIBIOTEPAX [OJDKHA OBITH OTKJIKOYEHA WM 3aKpbiTa naposieM. [lepuoamdeckue
AHTHBHPYCHBIE MMPOBEPKH BCEX KOMIBIOTEPOB 00PA30BATEIBHOIO YUPEKACHUS JOTKHBI
NPOBOAMTHCS HE PEKE OJTHOTO pasa B HEACTIIO.

2.4. BHeouepeTHON aHTUBUPYCHBIA KOHTPOJIb BCEX JUCKOB W (PAlIOB MEPCOHAIBHOTO
KOMIBIOTEPA JOJKCH BBINOJHATHCS NP BO3HUKHOBEHWM MOJO3PEHUS HA HAIMYME
KOMIBIOTEPHOrO BUpyCa (HETUIWYHAs paboTa MporpaMm, MOSIBICHUE TPaQUuUYECKUX U
3BYKOBBIX 3()(PEKTOB, MCKAKCHUI MaHHBIX, MponajaHue (ailyioB, 4acToe MOSBICHUE
COOOMICHUI O CUCTEMHBIX OIIMOKAX U T.I1.).

3. Illpopuiakruka 3apaskeHust

3.1. 3ammmare KOMMOBIOTEP C MOMOIIBK) AHTUBUPYCHBIX MPOrPaMM M MPOTPaMM
Oe3onacHoii pabotel B UHTEpHETE. /111 3TOTO: YCTAHOBUTH AaHTUBUPYCHYIO ITPOrPaMMYy,
OOHOBJIATh PETYJSPHO CHUTHATYPbl yIPO3, BXOASAIIME B COCTaB MPOTrpamMMbl, HE
BBITPY>KaTh U3 AMSTH W HE OCTAHABIMBATH pA0OTy aHTUBUPYCHOM MPOrpaMMBbl.

3.2. [TposIBIATH OCTOPOYKHOCTH ITPH 3AMKACH HOBBIX TAHHBIX HA KOMITBEOTED.

3.3. IlpoBepsaTh HA MPUCYTCTBUE BUPYCOB BCE CHEMHBIE NUCKHU (aucKeTbl, CD-aKCKH,
(reuI-KapThl U Mp.) NEPe]l UX UCMOIb30BAHUEM.

3.4. He 3anyckarb HHMKakue (painbl, MpPUILEAIIAE MO TOYTE, HE IMPOBEPEHHBIC C
NOMOLIBK aHTUBUPYCHON TPOTPaMMBI.

3.5. OOpaniaTh BHUMAHUE HA HAIMYKE CEPTH(HKATa OE30MaCHOCTH MPH YCTAHOBICHUH
HOBOW POrpaMMBbI ¢ KaKoro-amdo Bed-caiTa.

3.6. I1poBepsATh C MOMOUIBIO AHTHBUPYCHOW MPOTpaMMbl KONUPYeMbIA U3 MHTepHETa
WU JIOKAJIHOM CETH UCTOTHSAEMBbIN (hain.

3.7. Tlone3oBatecs cepBucom Windows Update u  peryispHO yCTaHaBIMBATh
OOHOBJIEHUS ONEpAMOHHOM cucTembl Microsoft Windows.

3.8. Co3mark OUCK aBApUIHOTO BOCCTAHOBJIEHUS, C KOTOPOrO MPH HEOOXOAMMOCTH
MO>KHO OyJ€T 3arpy3UThCs, UCTIOB3YS «YUCTYHO» OMEPALMOHHYIO CUCTEMY.

3.9. [IpocMarpuBaTh PEryiasipHO CIUCOK YCTAHOBIIEHHBIX MPOTPAMM.

4. J10.17KHOCTHBIE 00SI3AaHHOCTH 0JIb30BaTeJIeii 10 AHTUBHPYCHOMY 00eCIeYeHUI0
cpeacTs HHpOpMaTH3ALUU

4.1. He npepeiBarh mnpouecc OOHOBJICHHS AHTHBHPYCHBIX 0a3 M aHTUBHPYCHBIN
KOHTPOJIb BCEX AUCKOB U (PaiiiIOB MEPCOHATBHOTO KOMITBIOTEPA.

4.2. Ilpu oTnpaBKe U MOJYYCHHUH ICKTPOHHON MOYTHI MPOBEPATH HIEKTPOHHBIE TUCHMA
Ha HAJINYME BUPYCOB.



4.3. Tlpn wWCHONB30BaHWM CHEMHBIX HOCHTENICH, OCYIIECCTBIAThH WX AHTUBUPYCHYIO
POBEPKY.

4.4. B ciydyae oOHaApy>KE€HUsI MPU MPOBEICHUN AHTUBUPYCHOM MPOBEPKU 3apaXKEHHBIX
KOMITBFOTEPHBIMU BUPYCaMu (DaiiioB WIIH 3IEKTPOHHBIX MUCEM MOJIb30BATENN OOS3aHBI:
4.4.1. IlpuocTanoBUTH PadOTy.

4.42. HemeMIEHHO MOCTAaBUTh B M3BECTHOCTh O (pakTe OOHAPYKECHHS 3apaKEHHBIX
BAPYCOM (DaiiJioB OTBETCTBEHHOIO 3a OOECNECUYECHUE AHTHBUPYCHOW 3allUTHI B
00pa30BaTeIbHOM  YUPEXKACHUMW, BIAACHbLIA 3apaKEHHBIX  (aiiioB, a Takke
COTPYJHUKOB, UCMONB3YIOIIKX 3TH (paiiisl B padoTe.

4.4.3. COBMECTHO C JIMLIOM, OTBETCTBEHHBIM 34 AHTUBUPYCHOE OOECIEUEHUE, MPUHATh
MEPBI K JIOKAIN3aUUN U yIAJICHHI0 BUPYCOB C MOMOIIBI0 UMEIOIIUXCS aHTUBUPYCHBIX
CPEACTB 3aLIUTHI.

S. J10/ZKHOCTHBIE 0013AHHOCTH OTBETCTBEHHOTI0 JIMLA 32 OPraHU3alHuI0
AHTUBHPYCHOM 3a1UTHI CPeACTB HHpOpMaTH3aALUH

5.1. VYcranaBnuBarh CpeACTBA AHTUBHPYCHOIO KOHTPOJIE HA TEPCOHAIBHBIX
KOMITBIOTEPAX U CEPBEPaAX.

5.2. HacrpamBare napameTpsl CPEICTB QHTUBMPYCHOIO KOHTPOJIS HA INMEPCOHAIBHBIX
KOMITBIOTEPAX U CEPBEPaAX.

5.3. CBOEBpEMEHHO OOHOBIISTH AHTHBUPYCHBIE 0Aa3bl HA IEPCOHAIBHBIX KOMITBIOTEPAX U
cepBepax.

5.4. ExxeHenensHO MPOBEPATh KOMITBIOTEPHI HA BUPYCHI.

5.5. 1IpoBOAUTE BHEOUEPEAHYIO MPOBEPKY B ClIy4ae MOJO3PEHHS HA HAJMYUE BUPYCOB
WJIH IO MPOCHOE NMOJIb30BATENCH MEPCOHATBHBIX KOMITBIOTEPOB.

5.6. IIpoBOAWTH B YCTAHOBJIEHHOM MOPSAKE WHCTPYKTAK IO AHTUBHPYCHOM 3ailuTe
MOJIB30BATENICH MMEPCOHANBHBIX KOMITBEOTEPOB.

5.7. B cnyuae oOHapy>KeHHs KOMITBIOTEPHOTO BUPYCA OTBETCTBEHHOE JIALLO:

5.7.1. npuHUMaeT BcE HEOOXOOUMBIE MEpbl Jsi OOECNEYECHHs] COXPAHHOCTH
uH(popManuy;

5.7.2. NpUHUMAET BCE HEOOXOAUMBIC MEPHI IO JIOKAJTM3AINHN U YIAJICHUIO BUPYCA:

- OTKIIFOYAET KOMObIOTEP OT WHTEpHETAa W JIOKATBbHOW CETH, €CIM OH K HEH ObL
MOAKITKOYEH;

- €CIIM CUMIITOM 3aPaKEHUSI COCTOMT B TOM, UYTO HEBO3MOKHO 3arPY3HUTHCS € HKECTKOTO
JIMCKA KOMIBIOTEPA (KOMIBIOTEP BBIIAET OMMOKY MPU MOAKIFOUEHUH ), 3arPYXKacTCs B
PEOKUME 3alMThl OT COOCB WJIM C JWCKa aBapuifHOW 3arpy3ku Microsoft Windows,
KOTOPBIH OBbIJT CO3/1aH MPH YCTAHOBKE OMEPALIMOHHON CHCTEMBI HA KOMITBIOTED;,

- COXPAaHSAECT pe3yJIbTaThl padOThl Ha BHEIMIHEM HocuTene (auckete, CD-nucke, duen-
KapTe | Mp.);

- OOHOBJISIET CUTHATYPY YIPO3 MPOrpamMMBbl;

- 3aIyCKAET MOJIHYIO MPOBEPKY KOMITBIOTEPA,

- MPOBOJUT JICYCHHUE WIIM YHUUTOKEHUE 3aPAKEHHBIX (DaiiioB;

- B cily4yae OOHapy>KEHHsI HOBOTO BHPYCA, HE MOAIIErOCs TEYCHUIO TPUMEHSIEMbBIMU
AHTUBUPYCHBIMU CPEACTBaMHU, OOs3aH HANPaBUTh 3apaXEHHBIA BUpPycoM (aiin Ha
rMOKOM MAarHUTHOM JHCKE B  OPraHM3alvi0, ¢ KOTOPOH 3akIr4YeH JO0rOBOP Ha
AHTUBUPYCHYIO MOJACPXKKY IS JATbHEHRIIETO UCCIIEIOBAHNSI.



5.7.3. yBenomuisieT 3aBeaytomero JJOY o0 oOHapykeHHM BHpyca H IOCIEACTBUAX €ro
BO3/ICHCTBHS.

6. OTBeTCTBEHHOCTDH
6.1. OTBEeTCTBEHHOCTh 3a OpPraHU3ALMIO aHmBnpycuoro “obecriegenus Lpe/ICTB
uH(GOpMaTU3aLMU Bo3ndraercs Ha 3aseayromero JIOY u 1Mo um HazHa4yeHHOE.
6.2. OTBETCTBEHHOCTh 3a IPOBEACHHUE MEPOIPUATHH AHTHUBHPYCHOI'O KOHTPOJS B
0o0pa3oBaTeIbHOM YUpexieHuu U codnrogenne TpebosaHui Hacroamed HMacrpykuuu
BO3/1araeTcsi Ha OTBETCTBEHHOIO 3a OOECHECUYEHHE AHTUBHUPYCHOM 3alllMThl CPEJCTB
nHpopMaTu3amn.
6.3. Ilepuoanueckuii KOHTPOIb 3a COCTOSHHMEM aHTHBHUPYCHOM 3alMTHl CPENCTB

uHpOpMaTU3alMK B 00pa30BaTEIBHOM YYPCKIACHHH OCYIIECTBIIACTCA 3aBEAYIOIUM
J10V.

C uHCTpYKIMEH O3HAKOMIICHBI:
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