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PETJIAMEHT

padoThI 1O 3aNyCKY M 00OHOBJICHHI0O AHTUBHPYCHOT0 00ecnevYeHnst

B kauecTBe WHCTOYHHMKA Yrpo3 HMH(POPMAIMOHHON O€30MaCHOCTH MOXKET
BBICTYNIaTh 4EJOBEK JMOO TpyIa JIoAeH, a TakKe HEKHWe, HE3aBUCAILIUE OT
JEATEIbHOCTH 4YeJIOBEKA, MposiBiieHUs. McXoas W3 3TOro, BCE MCTOYHHMKH YIPO3
MO>KHO Pa3JelIUTh Ha TPU TPYIIIIBL:

o YesoBeueckuit Paxkrop. /laHHas rpynmna yrpo3 cCBsA3aHa C JCHCTBHUSIMH
YEJIOBEKA, MMEIOUIEr0 CAHKIMOHWPOBAHHBIA WM HECAHKIIMOHUPOBAHHBIN
JOCTYI K UHPOpMalMU. YTPO3bl 3TON Pyl MOKHO pa3/iesiuTh Ha:

o GHewHUe, K HAIM OTHOCSITCS JEHCTBUS KUOEP-TIPECTYIMHUKOB, XaKEPOB,
WHTEPHET-MOILICHHUKOB, HEZ00POCOBECTHBIX MIapTHEPOB,
KPUMHUHAJIBHBIX CTPYKTYP.

o GHYymMpeHHUue, K HUM OTHOCSTCA NIEUCTBUS IEpPCOHANa KOMIAHUM, a
TAKXK€ IOJb30BATENEH JOMAIIHUX KOMIIBIOTEPOB. J[eMCTBUS HaHHBIX
JIOAEH MOTYT OBbITh KaK yMBIIIJIEHHBIMH, TaK U CIIy4YalHBIMH.

o Texnuveckmii akrop. OTa rpynmna yrpo3 CBsi3aHa C TEXHUYECKUMH
npobiieMaMu — (HU3HUECKOE U MOPAIBLHOE YCTapEeBaHHUE HCIOIb3YIOIIEroCs
000py/I0BaHUs, HEKAYECTBEHHbIC MPOTPAMMHBIE U allapaTHbIE CPEACTBa
oOpaboTku uHpopmanuu. Bce 3T0 mpUBOIUT K OTKa3y OOOpyIOBaHUS U
3a4acTyr0 OTepH MHGOPMAIIUH.

o Cruxumiinplii pakTop. JTa rpynmna yrpo3 BKJIIOYAaeT B ceOs MPUPOIHBIC
KAaTaKJIM3Mbl, CTHUXUWHbIE OeACTBUS U  mpoure  (GOopc-MaKOpHbIE
00CTOSATEIBCTBA, HE3ABUCSIIUE OT ACATEIBHOCTHU JIIOJIEH.

Bce Tpu wucTOouHMKa yrpo3 HeoOXoAMMO OOS3aTENbHO YUUTHIBATH MPH
pa3paboTKe CUCTEMBI 3aUTHl HUH()OPMAITMOHHON O€301TaCHOCTH.

Pa3BuTHE COBPEMEHHBIX KOMIIBIOTEPHBIX TEXHOJIOTMM W CpPEICTB CBSA3U JIaeT
BO3MOYKHOCTh  3JIOYMBIIUIEHHUKAaM  MCHOJIb30BaTh  Pa3jiUYHbIE HCTOYHUKHU
pacnpocTpaHeHUs yrpos.

HNurepHer.

['mobGanbHast cers VHTEpHET yHUKaJbHAa TE€M, UYTO HE SIBJISETCA UYbEU-TO
COOCTBEHHOCTbIO M HE HMEET TEPPUTOPUAIBHBIX TPAaHUL. OTO BO MHOIOM
CIIOCOOCTBYET  Pa3BUTHIO  MHOTOUYMCICHHBIX  BEO-pecypcoB ©u  OOMEHY
uHpopmarmeit. Ceituac J11000H YEIOBEK MOXKET MOJIYYUTh JIOCTYN K JIaHHBIM,
xpansuMes B HTepHeTe, Wik co3/1aTh CBOM COOCTBEHHBIN BeO-pecypc.

Omnako  3TH XK€  OCOOCHHOCTH  TJIOOAJbHOM  CETH  MPEIOCTaBIISIIOT
3JI0YMBIIIUICHHUKAM BO3MOXHOCTh COBEpIIEHUS npecTyruieHuii B UHTepHere, npu
ATOM 3aTPYJHAA UX OOHAPYKEHHE U HaKa3aHHUE.



3JI0yMBILJIEHHUKHA Pa3MEILA0T BUPYChI U JPYTUE BPELOHOCHBIE TPOTrPaMMBI
Ha BeO-pecypcax, "MackupyroT" HX HOJ IOJIE3HOE U OECIUIATHOE IPOrpaMMHOE
obecnieueHne. Kpome Toro, CKpunTbl, aBTOMaTHUECKH 3aIyCKaeMble ITPU OTKPBITUU
B€0-CTpaHUIIbl, MOT'YT BBIIIOJIHSTH BPEAOHOCHBIE IEHCTBUS Ha BallleM KOMIIbIOTEPE,
BKJIFOYAsi U3MEHEHUE CUCTEMHOIO peecTpa, KpaxKy JIMYHBIX AAHHBIX U YCTAaHOBKY
BPEIOHOCHOTO IIPOTPaMMHOTO 00€ECIICUEHMS.

Hcnonb3yst ceTeBble TEXHOJIOTUH, 3JIOYMBIIIJICHHUKNA PEATU3YIOT aTaKh Ha
YAQJIEHHBIE YaCTHBIE KOMIIBIOTEPHI U CEpBEpPa KOMIaHUM. Pe3ynbTaToM Takux aTak
MOXET SIBJIATBCS BBIBEACHUE pecypca U3 CTPOs, NOJYYEHHE IIOJHOIO JOCTyna K
pecypcy, a, cleoBaTeNbHO, K HH(OpMaIlUU, XpaHAIIeMCsl Ha HEM, HCIIOJIb30BaHHE
pecypca Kak 4acTu 30MOU-CETH.

B cBia3u ¢ mNOsSBICHMEM KPEOWUTHBIX KapT, OJJEKTPOHHBIX JEHEr U
BO3MOXKHOCTBIO HMX HCHOJIb30BaHMUs 4epe3 VIHTepHeT (MHTEpHET-Mara3uHbl,
ayKI[MOHBI, NEPCOHAIIbHBIE CTPAHMIIBI OAHKOB U T.J.) UHTEPHET-MOIIEHHUYECTBO
CTaJIO OJIHUM U3 HanboJee pacpOCTPAHEHHBIX MPECTYIICHUM.

HNuTpacers.

WNHTpaceTp — 3TO BHYTPEHHSISI CETh, CHEIHANbHO pa3paboTaHHAs s
ynpasinenuss uHpopmarnmein BHytpu JOY. MHWHTpacers sBisieTcss e€OUHBIM
IPOCTPAHCTBOM Il XpaHEHUs, oOMEHa M JocTyna K HHGOpMalMH ISl BCeX
KOMITbIOTEPOB ceTu. [1o3ToMy, ecnu Kakoil-mubo M3 KOMIBIOTEPOB CETH 3apaKEeH,
OCTQJIbHBIE KOMIIBIOTEPBI IOJABEPTalOTCS OIPOMHOMY PHUCKY 3apaxkeHus. Bo
n30exaHue BO3HUKHOBEHHUS TAKUX CUTyalluii HEOOXOJMMO 3allluiiaTh HE TOJIBKO
IIEPUMETP CETH, HO Y KAXKIBINA OTACIbHBIN KOMIIBIOTED.

JJIEKTPOHHAA MOYTA.

Hannune moyToBbIX NPUIIOKEHUN NTPAKTUYECKHA HA KaXXIOM KOMIIBIOTEPE, a
TaKXe TO, YTO BPEAOHOCHBIE MPOrpPaMMBbI IIOJHOCTBIO HCIIOIB3YHOT COACPKUMOE
ANEKTPOHHBIX AJPECHBIX KHUT JUISl BBISBICHHUS HOBBIX >XEPTB, OOECIEYMBAET
OJIaronpuATHBIE YCIOBUSA JUIsl PACHpOCTPAHEHUS BPEJOHOCHBIX IPOTPaAMM.
[Tonb3oBaTens 3apakKC€HHOIO KOMIIBIOTEpPA, CaM TOTO HE IOJ03pEBasi, pacChUIACT
3apaK€HHBIE MUCHbMA aapecaraMm, KOTOPbIE B CBOKO OYEPEb OTIPABIISIIOT HOBBIE
3apakeHHbIE MUChMA U T.1. Hepenku ciydan, Korja 3apakxeHHbIN (Haia-T0KyMEeHT
[0 TPHUYAHE HEIOCMOTpa IIOMAJAET B CIHCKHA PACCBUIKM KOMMEPYECKOU
uHpOpMaIMK Kakoi-1100 KPyMmHON KoMIaHUH. B 3ToM citydae cTpanaloT HE MSTh,
a COTHU WIN JJa)K€ ThICSIYM AOOHEHTOB TaKUX PAcChUIOK, KOTOPBIE 3aTEM Pa3OILIIOT
3apakeHHbIE (Pailyibl JeCATKaM ThiCA4aM CBOUX aOOHEHTOB.

IToMuMO yrpo3sl NPOHMKHOBEHHUS BPEJOHOCHBIX NPOTPAMM, CYIIECTBYIOT
npo0JsieMa BHEIIHEN HEXKelnaTeIbHOW MOYTHl peKJIaMHOro xapakrepa (cnama). He
ABJISICb  MCTOYHHUKOM IPSAMOM  yIpoO3bl, HEXKEJaTelabHasl KOPPECIOHACHINS
YBEJIIMYUBAET HArpy3Ky Ha IOYTOBBIE CEPBEPA, CO3/1A€T IONOJHUTENbHBIN TpaduK,
3aCcOpsIeT MOYTOBBIN SMIMK MOJIH30BATENs, BEAET K MOTEpE paboyero BpeMeH! U TeM
camMbIM HAaHOCUT 3HAYUTENbHBIN (PUHAHCOBBINA YPOH.

Taxkke Ba)XHO OTMETUTb, 4YTO 3JOYMBILIIJICHHUKM CTAJd MWCIOJIb30BAaTh Tak
Ha3bIBa€MbIC CIIAMEPCKHUE TEXHOJOTMM MAaCCOBOIO PACIPOCTPAHECHHUS U METOIBI
COLIMAJIbHOTO WHXKWHUPHUHTA, YTOOBI 3aCTaBUTh MOJB30BATENS OTKPHITh MHCHMO,
IIEPENTH IO CCHUIKE U3 IMCbMa Ha HEKUMM UHTEPHET-pecypce U T.11. M3 aToro cnenyer,



YTO BO3MOXKHOCTH (PHUTBTpAIlMK CriaMa BaKHBI HE TOJBKO CaMU 1Mo cede, HO U I
NPOTUBOACHCTBUSI HEKOTOPHIM  HOBBIM  BHJIAM  HMHTEPHET-MOILICHHUYECTBA
(Hanpumep, GUIIMHTY), a TAKKE PaCPOCTPAHEHUIO BPEIOHOCHBIX MPOIPAMM.
CbeMHbIe HOCUTEIU HHGOPMALIMH.
Covemuble HOcuUTenu — auckeThl, CD-mucku, ¢aem-kapTbl — MIHAPOKO
UCITIOJIb3YIOTCS U1 XpaHEHUs U Iiepeiadyl HHPOPMALIHH.
[Ipu 3amycke (aitna, comeprkaiiero BpeJOHOCHBIN KOJI, CO ChEMHOI'0 HOCUTEJS BbI
MOKETE€ MOBPEAUTH [AaHHBIE, XPaHSIIIMECS Ha BallleM KOMIIBIOTEPE, a TaKKe
pacpoOCTPAHUTH BUPYC HA IPYTUE JUCKU KOMITBIOTEPA WIH KOMIIBIOTEPHI CETH.

Buab! yrpos.

Yepeu (Worms).

JlanHast KaTeropusi BpPEIOHOCHBIX MPOTpaMM IS PACIPOCTPAHECHHUS

UCIIOJIb3YET B OCHOBHOM YSI3BUMOCTH OINEPAaIlMOHHBIX cucTeM. Ha3BaHue 3TOro
KJIacca ObUIO TaHO MCXOJIS U3 CIIOCOOHOCTH uepBer "mepemnosizaTh' ¢ KOMIbIOTEpa
Ha KOMITBIOTEP, UCIOJIb3YSI CETH, AIEKTPOHHYIO IOUTY U JIpyrue HHHOPMaMOHHbIE
KaHaybl. Takke Onarogaps 3TOMy MHOTHE YEPBU O0JIaJar0T IOCTATOYHO BBICOKOU
CKOPOCTBIO paclpOCTPAaHEHHUS.
YepBH MNPOHUKAIOT HA KOMIIBIOTEP, BBIUMCISIOT CETEBBIE ajapeca JpYyrux
KOMITBIOTEPOB M PACCBUIAIOT II0 3TUM ajapecaM CcBoM Komnuu. [Iomumo ceTeBbIX
aJpecoB YacTO HCIOJIb3YIOTCA JAaHHBIE AJAPECHOM KHUIM IIOYTOBBIX KIIMEHTOB.
[TpencraBuTenn 3TOro Kjacca BPEJOHOCHBIX MPOTpaMM MHOIIAa CO3/1al0T padboune
¢aiinbl Ha JAHMCKaX CHCTEMbI, HO MOTYT BOOOIIE HE oOpamatbcs K pecypcam
KOMIIBIOTEpPA (32 UCKIIIOYEHUEM ONIEPATUBHOMN MaMSITH).

Bupycwt (Viruses.)

[IporpaMMbl, KOTOpBIE 3apaXKalOT IPYrHe MPOrpaMMbl — JOOABISIIOT B HUX
CBOM KOJI, YTOOBI MOJYYUTh YIPaBICHUE MPU 3aIMyCKe 3apaKeHHBIX (hailaoB. DTO
IPOCTOE OMNpPEAEICHUE J1aeT BO3MOXKHOCTh BBISIBUTh OCHOBHOE JIEHCTBHE,
BBIIIOJIHAEMOE BUPYCOM — 3aPAHCEHUE.

Tpoauckue npozpammeul (Trojans)

[IporpamMmbl, KOTOpbI€ BBLIOJHSAIOT Ha MOPAXKAEMBIX KOMIBIOTEpAx
HECAaHKIIMOHUPOBAHHBIE MOJIb30BATENIEM JIEUCTBHS, T.€. B 3aBUCHUMOCTU OT KaKUX-
aM00 YCIOBUM YHHUYTOXKAIOT MHGOPMAIMIO HA JUCKAaX, MPUBOJAT CHUCTEMY K
"3aBucaHuI0", BOPYIOT KOH(MUIECHIUANBbHYIO MHbOpMaluio U T.1. JlaHHbIi Kiacc
BPEIOHOCHBIX TPOTrPaMM HE SIBJSIETCSI BUPYCOM B TPAJULIMOHHOM TOHUMAHHUH 3TOTO
TepMuHa (T.e. HE 3apa)xxaeT Jpyrue MNporpaMMbl WIIM JIaHHBIE); TPOSHCKUE
IporpaMMbl HE CHOCOOHBI CaMOCTOSITENIBHO IPOHMKATh Ha KOMIBIOTEPHI U
pacpoOCTPaHAIOTCS 370YMBIIIJIEHHUKAMH O BUAOM ''TIOJIE3HOr0" mpOorpaMMHOTO
obecnieuenus. [Ipu 3TOM Bpes, HAHOCUMBIA UMHU, MOKET BO MHOTO pa3 MPEBHIIIAThH
IIOTEPH OT TPAAULMOHHON BUPYCHOMU aTaKH.

B nocneanee Bpemsi HauOoJee pacIpOCTPAHEHHBIMH TUIIAMH BPEIOHOCHBIX
nporpamMm, HOPTAIIMMH KOMIBIOTEPHBIE JaHHble, cTaqu 4epBU. Jlanee 1o
pacupoOCTPaHEHHOCTH CJIEAYIOT BUPYChl M TPOSIHCKHE mporpammbl. HekoTopsie



BPCIAOHOCHBIC ITPOrpaMMbl COBMCIIAIOT B cebe XapaKTCPUCTUKU JIBYX HJIM OAKC
TPEX U3 NEPCUYHUCICHHBIX BLIIIC KJIACCOB.

Ilpocpammut-pexnamor (Adware).

[TporpaMMHBIii K01, 6€3 BeoMa MOJIb30BaTeNs BKIIFOUSHHBIN B TIPOTPaMMHOE
o0ecriedeHre C IeNbl0 JAEMOHCTPAlluM pPEKIaMHBIX oOBsBiIcHMA. Kak mpasuio,
IPOrPaMMBbI-PEKIIaMbI BCTPOEHBI B IPOrpaMMHOE o0ecnieveHue,
pacnpoctpansitomieecst  OecruiatHo.  Pexnama  pacmonaraercss B paboueM
uHTepdeiice. 3a4acTyio JaHHBIE MPOTPAMMBI Tak)Ke COOMPAIOT U TMEPENpaBisIOT
CBOEMY Pa3pabOTUMKy MEePCOHANTBHYIO MH(OPMAIHIO O MOJIH30BATENE, U3MEHSIOT
pasnuYHbIe TapaMeTphbl Opay3epa (CTapTOBBIE W MOWCKOBBIC CTPAHUIIBI, YPOBHU
0e30macHOCTH U T.JI.), @ TaKXKE CO3/Ial0T HEKOHTPOJIMPYEMBIN TMOJIh30BaTEIEM
Tpaduk. Bce 3T0 MOKET MPUBECTU KaK K HAPYIICHUIO MTOTUTUKHA O€30TTaCHOCTH, TaK
U K TIPSMBIM (DUHAHCOBBIM TIOTEPSIM.

IIpocpammot-wunuonst (Spyware).

[IporpammHoe obecniedeHne, mo3BoIAI0IIee COOUpPATh CBEICHUS 00 OT/ICIBHO
B35TOM TI0JIb30BAaTENIe WJIM OpraHu3anuu 0e3 ux Beaoma. O HaIWYUU TPOTPaAMM-
IIITMOHOB Ha CBOEM KOMIIBIOTEPE BBl MOXKETE W He jJorajabsiBatbes. Kak mpasuio,
LEJIBI0 IPOTrPaMM-IITTMOHOB SIBJISIETCS:

e OTCJIEKWBAHUE JICCTBUH IOJIb30BATEISI HA KOMIIBIOTEPE;

o cOop mHpOPMAINK O COAEPIKAHUH >KECTKOTO JUCKA; B OTOM CIIy4aeT 4Yalle
BCEr0 Peub HAET O CKAaHUPOBAHMM HEKOTOPHIX KAaTaJOrOB U CHUCTEMHOTO
peecTpa ¢ I1ENIbI0 COCTaBJICHHUS CIUCKAa MPOTPAMMHOTO OOecTeueHus,
YCTaHOBJICHHOTO Ha KOMITbIOTEPE;

o cOop mH(pOpMAIMU O KAueCTBE CBSI3U, CMOCOOE MOIKIIOYEHHUS, CKOPOCTU
Mozema H T.1.

Ilomenyuanvno onacuvte npunosxcenusn (Riskware)

[IporpammHoe obecrieueHne, KOTOpOe HE UMEET KaKOW-TMOO BPEIOHOCHOM

GyHKUIHUHA, HO MOXET OBbITh HCIIOJIb30BAHO 3JIOYMBIIUICHHUKAMU B KadyecTBE
BCIIOMOTaTENbHBIX KOMIIOHEHTOB BPEIOHOCHOM MPOTrpaMMbl, MOCKOJIBKY COACPKUT
Opemn 1 ommOku. [Ipy HEKOTOPBHIX YCIOBUAX HAIWYUE TAaKUX MPOTpaMM Ha
KOMITbIOTEPE MOABEPraeT Ballk JaHHbIe pucKy. K TakuM mporpammaM OTHOCSTCA,
HarpuMep, HEKOTOPbIE YTWINTHI yAAJICHHOTO aJIMUHUCTPUPOBAHUSA, MPOTrPaMMBbI
ABTOMATUYECKOTO NMEPEKIIOYEHUsT packiaaku kiaBuarypsl, [RC-kmuentsr, FTP-
cepBepa, BCEBO3MOXKHBIE YTHUIIMTHI ISl OCTAHOBKU MPOLIECCOB WIIM CKPBITUS HX
paboTHI.
Emie ofHUM BUIOM BpPEIOHOCHBIX MPOrPamMM, SIBISIONIUMCS MOTPAHUYHBIM IS
Takux mnporpamMMm kak Adware, Spyware u Riskware, sBIsItOTCS MpOTpaMMBl,
BCTpauMBAIOIIMECST B YCTAaHOBJIEHHBIH  HA  KOMIIbIOTepe  Opayzep U
nepeHanpaBIsitoe TpaQuk.

Ilpocpammot-uwiymku (Jokes).

[IporpammHuoe oOecrieueHre, HE MPUUUHSIONIEE KOMITBIOTEPY KaKOTo-I100
NPSIMOTO Bpe/ia, HO BBIBO/IAIIEE COOOIICHUSI O TOM, YTO TaKOW BpeJ| YK€ MPUUHHEH,
anb0 OyJeT NPUYMHEH MPU KaKUX-TUOO0 YyciaoBusiX. Takue mporpammbl 4acTo



MPEAYNPEKAAIOT TIOIB30BATENII O HECYIIECTBYIOIIEH OIMACHOCTH, HANpUMED,
BBIBOJIAT COOOIIEHHUS 0 POpMATHPOBAHUH TMCKA (XOTS HUKAKOTO (hOpMaTHPOBAHUS
Ha CaMOM JIeJie He MTPOUCXOIUT), OOHAPYKUBAIOT BUPYCHI B HE3apa)kKeHHBIX (haiimax
U T.1.

Ilpocpammut-macxkuposuyuku (Rootkit).

YTWINTBI, UCTIOIB3yEeMbIE IIJISI COKPBITUS BPEJOHOCHOW akTUBHOCTH. OHHU
MAacCKHUPYIOT BpPEJOHOCHBIC MPOrpaMMbI, 4YTOOBI H30ekaTh WX OOHApPYKECHUSA
AHTUBUPYCHBIMU TIporpamMmaMu. [IporpamMmbI-MacKUPOBIIUKH MOIUMDUITUPYIOT
OTICPAIIMOHHYIO CHUCTEMY Ha KOMIIBIOTEPE U 3aMEHSITh OCHOBHBIE €€ (YHKIIUH,
9TOOBI CKPBITh CBO€ COOCTBEHHOE TMPUCYTCTBUE U JICUCTBHUS, KOTOPHIC
MPEANPUHUMAET 3JI0YMBIIIJICHHUK Ha 3apaXKEHHOM KOMIIBIOTEpE.

Ilpouue onacuvie npozpammol.

[Iporpammel, co3aannblie 715 opranu3anuu DoS-aTak Ha yJaneHHble cepBepa,
B3JIOMA JIPYTUX KOMIIBIOTEPOB, a TAKXKE SIBJIAIOIIMECS YacThlO Cpelbl pa3padOTKU
BPEJOHOCHOTO MporpamMmHoro obtecneuenus. K Takum mnporpamMmam OTHOCATCA
xakepckue yrunuthl (Hack Tools), KoHCTpyKTOpbI BUPYCOB, CKaHEPHI YSI3BUMOCTEH,
IporpamMMbl JJisl B3JI0Ma MapoJieil, Mpo4yre BUIbl NPOrpaMM JJisi B3JOMa CETEBBIX
pPECypCOB MM MPOHUKHOBEHHS B aTAKyEMYIO CUCTEMY.

XakepcKue aTaku.

XaKepCcKue aTakd — 3TO AEUCTBHUS 3JIOYMBILLICHHUKOB WJIM BPEIOHOCHBIX
mporpamMmM, HampaBlICHHbIE Ha 3axBaT WH(GOPMAIMOHHBIX JAHHBIX YAAJEHHOTO
KOMIIBIOTEPA, BBIBEACHUE CUCTEMBI U3 CTPOS WJIMA ITOJIYyYEHUE IOJIHOTO KOHTPOJIA
HaJl pecypcamMu KOMIIbIOTEpA.

HCKOTOPLIC BH/Ibl HHTCPHET-MOILICHHUYIECTBA.

Quwunz (Phishing) — BuJ HUHTEPHET-MOIICHHUYECTBA, 3aKIIOYAOIINANCS B
pacchUIKe DIEKTPOHHBIX COOOIIEHUH C TIenbl0 Kpaxu KOH(UICHIIHMATBLHOMI
uHdopMaIuu, Kak TpaBuio, (QuHAHCOBOro XapakTtepa. DOUITUHT-COOOIIEHUS
COCTaBIIAIOTCA  TakUM  oOpa3oM, 4YTOObl MaKCUMallbHO  TIOXOJIUTh  Ha
uH(pOpMaIIMOHHBIE THUCbMa OT OAHKOBCKMX CTPYKTYp, KOMIAHWUWA HM3BECTHBIX
opennoB. IluceMa comepkaT CCBUIKY Ha 3aBEAOMO JIOKHBIM CaWT, CHeluaibHO
IOJITOTOBJIEHHBIM  3JIOYMBIIUICHHUKAMUA W SBISIIOIIMICA  KOMWEW — cauTa
OpraHu3allii, OT SKOObI MMEHU KOTOpOHW mpuiuio nuckMo. Ha manHOM caiite
MOJIL30BATEIIIO MIPEIAraeTCsl BBECTU, HAPUMEp, HOMEP CBOEH KPEIUTHON KapThl U
JIPYTyto KOH(GUICHIINATBHYI0 HHPOPMAITUIO.

/lo360n Ha nniamuble unmepHem-pecypcyl — BUJI UHTEPHET-MOIIEHHIYECTBA,
CBSI3aHHBI C HECAHKIIMOHMPOBAHHBIM WCIOJIH30BAHUEM IIIATHBIX HHTEPHET-
pecypcoB (uamie BCero 3TO BeO-CalThl MOPHOTPAPHUECKOTO COACPIKAHUS).
YcTaHOBNIEHHBIE  3JIOYMBIIUICHHUKaMH — nporpammbl  (dialers) HMHUIHUUPYIOT
MOJIEMHOE COEJIMHEHHE C Balllero KOMIIbIOTepa Ha IUIaTHBIM Homep. Yarmie Bcero



UCIIOJIb3yeMbIe HOMEpa HWMEIOT OYeHb BBICOKHE Tapu(bl, B pe3ylbTare
M0JIb30BATENb BHIHYK/ICH OIJIAYMBATh OTPOMHBIE TEIE(POHHBIE CUETA.

Haeazuueasn pexnama.

HapsizuuBasi pexiiama — 3TO BCIUIBIBAIOUIME OKHA W PEKJIAMHBIE OaHHEPHI,
OTKpbIBaroUIMecss npu pabdore c¢ BeO-caiitamu. Kak mnpaswiio, uHopmanus,
coziepKaniasicsi B HUX, He ObIBaeT MOJIe3HOM. JleMOHCTpals BCIUIBIBAIOIINX OKOH U
OaHHEpPOB OTBJIEKAET IOJIB30BATENsl OT OCHOBHBIX 33]a4, YBEJIMYMBACT O00BEM
Tpaduka.

Cnam (Spam).

CrmaMm — 3TO aHOHMMHAs MacCOBas PaCChUIKa HEXKEJATEIbHBIX IMOYTOBBIX
coobmenuit. Tak, cmaMoM SIBIISIFOTCA PACCBUIKM PEKJIAMHOTO, MOJUTHYECKOTO U
arTallMOHHOTO XapaKTepa, IMChbMa, IPU3BIBAIOLIME IIOMOYb KOMY-HHUOY[Ib.
OTnenpHy0 KaTeropuio cliaMa COCTaBIISIFOT IUChbMa C ITPEIOKEHUIMU OOHATTMYUTD
OOJIBIIYI0O CYMMY JIEHET WJIM BOBJIEKAIOUIUME B (PMHAHCOBBIE MUPAMU[BI, & TaKkKe
NMCbMa, HallpaBJIEHHBIE Ha KPaKy MapoJied U HOMEPOB KPEAUTHBIX KapT, TUChMA C
npoch0Ol mepecnaTh 3HAKOMBbIM (Hampumep, MUcbMa cyacThsi) U T. 1. Cnam
CYILIECTBEHHO YBEJIMYMBAET HArpy3Ky Ha IMOUYTOBBIE CEpBEpa W IMOBBIIIAET PUCK
noTepu MH(popManuu, BaXKHOM JIJIs TIOJIb30BATEIIS.

IpusHaku 3apaxeHus.

EcThb psin nmpu3HaKoB, CBUAECTEILCTBYIONIUX O 3apaXKCHUH KOMITbIOTEpa. Eciin BbI

3aMEeYaeTe, YTO C KOMIBIOTEPOM MPOUCXOIAT ""CTpaHHbIE" BEIIN, a HMEHHO:

e Ha DKpaH BBIBOJATCS HEMPETYCMOTPEHHBIC COOOIICHMS, N300paKeHUS JTNO0
BOCITPOU3BOSITCS HEMPEYCMOTPEHHBIE 3BYKOBbIE CUTHAJIBI;

e HCOXHIAHHO OTKphIBaeTcss W 3akpbiBaeTcs JioTok CD/DVD-ROM-
YCTPOMCTBA;

¢ MPOU3BOJLHO, O€3 BaIllEr0 y4acTHs, Ha BallleM KOMIIBIOTEPE 3almyCKaroTCs
KaKue-1100 NporpaMMmbl;

e Ha DKpaH BBIBOJAATCS MPEAYNPEKACHHS O TOMbITKE KAaKOH-INO00 U3 MpOorpaMm
BallIEro KOMIbIOTEpa BHIMTU B IHTEpHET, XOTS BBl HUKAK HE MHUIIMUPOBATIU
TaKO€ €€ NOBEJCHHUE,

TO, C OOJBIIONW CTENEHBIO BEPOSTHOCTH, MOXXHO TIPEIOJIOXKUTh, YTO BaIll
KOMITBIOTED MOPAKEH BUPYCOM.

Kpome Toro, ecth HEKOTOphIE XapaKTEepPHbIC MPU3HAKHA TTOPAKEHUS BUPYCOM Uepe3
MOuTY:

e JIpY3bsl WJIK 3HAKOMBIE TOBOPAT BaM O COOOIIEHUSIX OT Bac, KOTOPHIE BbI HE
OTHPABIISLIIN;

¢ B BallleM [TOYTOBOM SIIMKE HAXOAUTCS 00JbIIOE KOJIMYECTBO COOOIICHH Oe3
00paTHOro ajipeca u 3arojioBKa.

Cnegyer OTMETHUTb, YTO HE BCETJa TAKWE MPU3HAKU BBI3BIBAIOTCS MPUCYTCTBUEM
BUpycoB. MHOTIa OHM MOTYyT OBITH CIIEACTBUEM JApYyrux npuuyuH. Hampumep, B



ClIydae C MOYTOM 3apa)K€HHbIE COOOIIEHUSI MOTYT PAaCChLIAThCS C BalllUM 0OpaTHBIM
aZipecoM, HO HE C BalllEro KOMIIBIOTEpA.
EcTb Takke KOCBEHHbIE IPU3HAKU 3apa)KEHUS BALLIETO KOMIIbIOTEPA:

4acThle 3aBUCaHMs U cOOM B paboTe KOMIIBIOTEPA;

MeJIeHHas: paboTa KOMITbIOTEpa MPHU 3aIlyCKe MPOorpamu;

HEBO3MOXXHOCTb 3arpy3KH ONEPAIMOHHON CUCTEMBI;

MCue3HOBeHHE (hailJIOB M KaTaJIOroB WM UCKaKEHUE UX COJIEPIKUMOTO;
gactoe oOpalleHue K MKECTKOMY MJHUCKY (4acTo MHUTraeT Jamroyka Ha
CHUCTEMHOM OJIOKE);

Be0-Opaysep (manpumep, Microsoft Internet Explorer) "3aBucaer" unu Beger
ce0si HEOXKMIaHHBIM 00pa3oM (HampHUMep, OKHO MPOrpaMMbl HEBO3MOKHO
3aKPBITBH).

B 90% cnyuaeB Hanu4yre KOCBEHHBIX CUMIITOMOB BbI3BaHO COOEM B alapaTHOM
WM POTPAMMHOM 00€CTICUEHHUHU.

JlelicTBUS IPH HAJIUYUM NPU3HAKOB 3apPaKeHMS.

Ecau BbI 3aMeTHIIM, 4TO Balll KOMIBIOTED "BeeT ceOsl MO103pUTEIIBHO":

1.

2.

ok

OTkirounTe KOMIBIOTEP OT MIHTEpHETA M JIOKAJIBHON CETH, €CITH OH K HEll OBIIT
MOJIKJTFOYCH.

Ecnu cumnTom 3apaskeHusi COCTOMT B TOM, YTO BbI HE MOXKETE 3arpy3UThCS C
KECTKOTO JIMCKa KOMIbIOTepa (KOMITBIOTEP BBIJIAET OMIMOKY, KOTJa BBl €ro
BKJIIOYAETE), MOMPOOYITE 3arpy3uThCs B PEKUME 3alIUTHI OT COOEB WIH C
JYCKa aBapuitHO 3arpy3ku Microsoft Windows, KOTOpBIii BbI CO3/1aBaIH TTPU
YCTaHOBKE OMEPAIIMOHHON CUCTEMBI Ha KOMITBIOTED.

[Tpexxne yem npeanpuHIMaTh KaKUe-TH00 ICHCTBUS, COXPAHUTE PE3YIbTATHI
Baled paboThl HA BHEIIHUNA HocuTenb (auckery, CD-muck, ¢guem-kapty u
np.).

YcTaHOBHUTE aHTUBUPYCHYIO IPOTPAMMY, €CITH BbI 3TOTO €IIE HE CIeNIalu.
OOHOBHUTE CHUTHATYpy yrpo3 mporpammbl. Eciam 3TO BO3MOXKHO, TSI WX
MOJIYYCHHUS BBIXOJAWTE B HWHTEPHET HE CO CBOETO KOMIIBIOTEpPA, a C
HE3apakKeHHOTO KOMITbIOTEpa Jpy3eil, mHTepHeT-Kade, ¢ paboTsl. Jlyure
BOCIIOJIB30BATHCS JIPYTUM KOMITBIOTEPOM, MOCKOJIBKY MPU MOJIKIIOUEHUH K
UHTEPHETY C 3apaKEHHOIO0 KOMIIBIOTEpA €CTh BEPOSITHOCTh OTIPABKHU
BUPYCOM Ba)XHOU MH(OpMaIU 3JI0yMBIIUICHHUKAM WM PacipOCTpaHEHUs
BUpyca MO ajJpecam Baied ajapecHod KHUTH. VIMEHHO mMosTOMYy IMpHu
MOJIO3PEHUU Ha 3apa)KEHUE JIyUIlle BCETO Cpa3y OTKIIIOUUTHCS OT HHTEPHETA.
3amycTuTe MOJIHYIO MPOBEPKY KOMIBIOTEpA

IpoduiakTuka 3apakeHus.

Hukakne camble HaJgeXHbIE W pa3yMHbIe MEphl HE CMOTYT OO0ECHeuuTh
CTONPOLICHTHYIO 3aIIUTy OT KOMIIBIOTEPHBIX BUPYCOB U TPOSIHCKUX IPOrpamMM, HO,



BBIPa0OTAaB 17151 ce0s1 Psif] TPaBuJI, BB CYIIIECTBEHHO CHU3UTE BEPOSITHOCTh BUPYCHOU
aTaKu M CTENEHb BO3MOXKHOTO yIiepoa.

OmHMM W3 OCHOBHBIX METOJOB OOpHOBI C BHUpYCaMHU SIBIISIETCSI CBOCBPEMEHHAas
npogunakmuxa. KommbloTepHas npodriIakTUKa COCTOUT W3 HEOOJBIIOTO
KOJIMYECTBA TPAaBUJI, COONIOICHUE KOTOPBIX 3HAYUTEIILHO CHIDKAET BEPOSTHOCTD
3apa)XCHHsI BUPYCOM U MOTEPU KaKUX-THOO TaHHBIX.

Nucrpykuus niasa YnoanomoueHHoro Juna JIBC, no3poasiiomas
n30eraTb BUPYCHBIX aTakK.

1. 3awumums Komnvlomep ¢ NOMOWBIO AHMUBUPYCHBIX NPOSPAMM U NPOSPAMM

be3onacmnoti pabomsl 6 unmepueme. J11s1 310T0:

« be3ornararenbHO yCTaHOBUTH AHTUBUPYCHYIO TPOTPAMMY.

o PerynspHo 0OOHOBIATH CUTHATYPHI YTPO3, BXOJSIINE B COCTaB MPOTPAMMBI.

2. Boimb ocmopoosicubim npu 3anucu HO8bIX OAHHBIX HA KOMIbIOMED:.

o IIpoBepsTh Ha MPHUCYTCTBHE BHPYCOB BCE ChEeMHBIC MUCKHU (muckeTsr, CD-
TUCKH, (IIeT-KapThI U TIp.) TIEPe]] UX UCIOIb30BaHUEM.

o OcTopoxxHO oOOpamarbcsi ¢ MOYTOBBIMH cooOmeHussMu. He 3amyckaTh
HUKakuX (haiiioB, MPUIIEANINX IO MOYTE, €CIU BBl HE YBEPEHBI, YTO OHH
JEHCTBUTENHFHO JOJKHBI OBUTH MIPUMTH K BaM, Ja)K€ €CIIM OHU OTIIPABJICHBI
BalllIMH 3HAKOMBIMHU.

o BHuMarenbHO OTHOCHUTHCS K MH(OpPMALIKH, ITOJIy4aeMOi U3 uHTepHeTa. Eciu
C Kakoro-1mbo BeO-caiiTa BaM MpeaaraeTcsi yCTaHOBUTh HOBYIO ITPOTPaMMYy,
oOpaTuTe BHUMaHUE Ha HaJM4Ke y Hee cepTudukara 6€30MacHOCTH.

o [lpu xonupoBaHUM U3 UHTEPHETA WJIH JIOKATHHON CETH UCTIOTHSAEMBIN (ai,
0053aTeNbHO MPOBEPATH €0 C MOMOILBbIO AaHTUBUPYCHOM MPOTrpaMMBl.

o BHHMMaTeapbHO OTHOCHUTBCS K BBIOOPY MOCEMIAEMBIX HHTEPHET-PECYpPCOB.
HekoTopeie #3 calTOB 3apakKeHbl OMACHBIMHU CKPHUIIT-BUPYCaAaMHU WJIH
WHTEPHET-UYEPBIMHU.

3. Ilonvzosamuvcs cepsucom Windows Update n peryiaspHO yCTaHaBJIMBATh

oOHOBJIEHUs onepaionHoi cucrembl Microsoft Windows.

4. [Iloxynames Oucmpubymueuvle KONUU NPOSPAMMHO20  ObecneveHus y

ouyuaIbHbIX NPOOABYOE.

5. Ocpanuuums kpye ar0oeil, OONYWeHHbIX K pabome Ha KOMIbIOmMepPe CUCTNEMHO20

AOMUHUCMPAMOpA.

6. Vmenvuwiums puck nenpusmuuvix nocieocmsuti B03MOHNCHO20 3aPAHCEHUSL:

« (CBOEBpeMEHHO JieNIaTh PE3ePBHOE KOMUPOBAHUE TAHHBIX.

o CoznmaBaTh JAHMCK aBapUHHOTO BOCCTAaHOBJEHHUS, C KOTOpPOro IMpH
HEOOXOJUMOCTH MOXXHO OyJoeT 3arpy3uThCs, HUCHOJB3YS '"4HCTYyHO"
OTIEPAITMOHHYIO CHCTEMY.

7. Pecynapno npocmampugams — CHUCOK — YCMAHOBIEHHbIX — NPOSPAMM — HA
Komnviomepax. JInsi  3TOro BBl  MOXKETE€ BOCIOJB30BaThCS  ITYHKTOM
YcranoBka/ynajenue nporpamm B IlaHeqm MHCTPYMEHTOB WM TPOCTO
POCMOTPETh coiepkuMoe karajiora Program Files, karanora aBrozarpy3sku.
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